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Dear Mr./Ms: ||l

On December 30, 2019, the United States Marshals Service (USMS), Information Technology Division (ITD)
received notification from the Department of Justice, Security Operations Center (JSOC) of a security breach
affecting a public-facing USMS server that houses information pertaining to current and former USMS
prisoners. You have been identified as an individual whose personally identifiable information (PII) may have
been compromised as a result of this breach. PII may include information such as date of birth, social security
number, and address, which may be used to commit identity theft. Accordingly, you are being notified by the
USMS at this time so that you can take steps to protect yourself against potential identity theft.

There are a number of actions you can take to protect against potential identity theft. The USMS recommends
that you complete a Federal Trade Commission ID Threat Affidavit. This affidavit can be found at
https://www.identitytheft.gov/. This will allow you to notify your creditors that your identity may have been
_compromised. Depending on the specific circumstances, any debt related to identify theft incurred after the
notification date may not be assigned to you.

You may also wish to place a free credit freeze or a fraud alert on your credit files. A credit freeze lets you
restrict access to your credit report, which in turn makes it more difficult for identity thieves to open new
accounts in your name. A fraud alert advises creditors to contact you before opening any new accounts.

By calling or writing any one of the three credit reporting agencies at the numbers and/or addresses below, you
will be able to place a credit freeze or fraud alerts with all of the agencies. You will then receive letters from
each of them with instructions on how to obtain a copy of your credit reports at no cost. Sample written
notifications are provided for you, attached to this correspondence. Also provided for you are the relevant
sections of the Fair Credit Reporting Act. You may want to reference the appropriate Sections of the Act in
your correspondence to the credit reporting agency.

Equifax

P.O. Box 105069
Atlanta, GA 30348-5069
800-525-6285



Experian

P.O. Box 9554
Allen, TX 75013
888-397-3742

TransUnion

Fraud Victim Assistance Department
P.O. Box 2000

Chester, PA 19016

800-680-7289

After you receive your credit reports, review them carefully. Look for accounts you did not open and inquiries
from creditors that you did not initiate. Also note any inaccuracies in your personally identifiable information,
such as home address or Social Security number, as this may be an indicator of someone attempting to
impersonate you. If there is anything in the report that you do not understand, call or write the credit reporting
agency at the telephone number and/or address on the report. Additionally, enclosed with this correspondence
is a dispute letter that you may send to the credit reporting agency if you see any accounts open or inquiries you
did not initiate.

If you find suspicious activity on your credit reports, you may also wish to contact your local police or sheriff’s
office and file a formal report of identity theft. Be sure to obtain a copy of the police report as you will likely
need to provide it to any affected creditors to resolve the disputed activity or debt.

For additional information on protecting yourself from identity theft, we suggest that you visit the website of the
Federal Trade Commission at www.consumer.gov/idtheft.

In addition, the USMS is offering identity theft protection services through ID Experts®, the data breach and
recovery services expert, to provide you with MyIDCare™. MyIDCare services include: one Tri- Bureau Credit
Report from all three Credit Bureaus (TransUnion, Experian and Equifax), 12 months of Credit and Identity
Monitoring, a $5,000,000 insurance reimbursement policy, and fully managed ID Theft Recovery services.
With this protection, MyIDCare will help you resolve issues if your identity is compromised.

Please contact ID Experts with any questions and to enroll in free MyIDCare services by calling 1-833-968-
1676 or going to https://ide.myidcare.com/usms and using the Enrollment Code provided. For International
callers, please call 971-386-0013. MyIDCare experts are available 24 hours a day, 7 days a week. Please note

-the-deadline-to-enroll is- May-1,:2021 :

You will find detailed instructions for enrollment on the enclosed Recommended Steps document. Also, you
will need to reference the enrollment code at the top of this letter when calling or enrolling online; please do not
discard this letter.

Please call 1-833-968-1676 or go to https://ide.mvidcare.com/usms for assistance or for any additional
questions you may have.

Sincerely,
E ‘

John Sheehan
Assistant Director




Enclosures

1. Notifying a Credit Reporting Agency about Identify Theft

2. Dispute Letter to a Credit Bureau

3. Fair Credit Reporting Act Procedure in Case of Disputed Accuracy
4. MylIDCare Recommended Steps
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Notifving a Credit Reporting Agency about Identity Theft

e This sample letter will help you notify a credit reporting agency about a breach of your personally
identifiable information and request a credit freeze and/or fraud alert.

e The text in [brackets] indicates where you must customize the letter.
[Date]

[Your Name]
[Your Address]
[Your City, State, Zip Code]

Equifax
P.O. Box 105069
Atlanta, GA 30348-5069

=0r-

Experian
P.O. Box 9554
Allen, TX 75013

-0r-

TransUnion

Fraud Victim Assistance Department
P.0O. Box 2000
Chester, PA 19016

[RE: Your Account Number (if known)]
Dear Sir or Madam:

[ am a victim of potential identity theft and I write to notify you about the compromise of my personally
identifiable information. I was notified by the United States Marshals Service (USMS), a component of the
United States Department of Justice (USDOJ) that my personally identifiable information might have been
exposed as a result of a security breach on or about December 30, 2019.

Accordingly, I write to ask that you [place a freeze on my credit account, which will prevent any creditor from
accessing a copy of my credit report or place a fraud alert on my credit account and contact me prior to the
opening of any new account in my name. |

Please let me know by written correspondence to the address above what, if anything, you may need me to do to
effectuate the [credit freeze or fraud alert] on my credit account.

Sincerely,

[Your Name]

[Your Date of Birth]

[Your Social Security Number]



Dispute Letter to a Credit Bureau

e This sample letter will help you dispute inaccurate information on your credit report.
e The text in [brackets] indicates where you must customize the letter.

[Date]

[Your Name]
[Your Address]
[Your City, State, Zip Code]

Equifax
P.O. Box 105069
Atlanta, GA 30348-5069

-Or-~

Eu‘xperianV
P.O. Box 9554
Allen, TX 75013

-Or-

TransUnion
Fraud Victim Assistance Department
P.O. Box 2000
Chester, PA 19016

[RE: Your Account Number (if known)]
Dear Sir or Madam:

[ am a victim of identity theft and I write to dispute certain information in my file resulting from the crime. I
have circled the items I dispute on the attached copy of the report I received. The items I am disputing do not

relate to any transactions that I have made or authorized. Please remove/correct this information at the earliest
possible time.

[This/These] item(s) [identify item(s) disputed by name of the source, such as creditors or tax court, and
identify type of item, such as credit account, judgment, etc.] [is/are] [inaccurate or incomplete] because
[describe what is inaccurate or incomplete about each item, and why]. As required by section 611 of the Fair
Credit Reporting Act, 15 U.S.C. § 1681i, a copy of which is enclosed, I am requesting that the item(s) be
removed [or request another specific change] to correct the information.

Please reinvestigate [this/these matter(s)] and [delete or correct] the disputed item(s) as soon as possible. Please
let me know by written correspondence to the address above what, if anything, you may need from me to
complete your reinvestigation.

Sincerely,

[Your Name]

[Your Date of Birth]

[Your Social Security Number]
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§ 611. Procedure in case of disputed accuracy [15 U.S.C. § 1681i]
(a) Reinvestigations of Disputed Information
(1) Reinvestigation Required§ 611 - 15 U.S.C. § 1681i 59

(A) In general. Subject to subsection (f), and except as provided in subsection (g) if the completeness
or accuracy of any item of information contained in a consumer’s file at a consumer reporting agency
is disputed by the consumer and the consumer notifies the agency directly, or indirectly through a
reseller, of such dispute, the agency shall, free of charge, conduct a reasonable reinvestigation to
determine whether the disputed information is inaccurate and record the current status of the disputed
information, or delete the item from the file in accordance with paragraph (5), before the end of the
30-day period beginning on the date on which the agency receives the notice of the dispute from the
consumer or reseller.

(B) Extension of period to reinvestigate. Except as provided in subparagraph (c), the 30-day period
described in subparagraph (A) may be extended for not more than 15 additional days if the
consumer reporting agency receives information from the consumer during that 30-day period
that is relevant to the reinvestigation.

(C) Limitations on extension of period to reinvestigate. Subparagraph (B) shall not apply to any
reinvestigation in which, during the 30-day period described in subparagraph (A), the
information that is the subject of the reinvestigation is found to be inaccurate or incomplete or
the consumer reporting agency determines that the information cannot be verified.

(2) Prompt Notice of Dispute to Furnisher of Information

(A) In general. Before the expiration of the 5-business-day period beginning on the date on which a
consumer reporting agency receives notice of a dispute from any consumer or a reseller in
accordance with paragraph (1), the agency shall provide notification of the dispute to any person
who provided any item of information in dispute, at the address and in the manner established
with the person. The notice shall include all relevant information regarding the dispute that the
agency has received from the consumer or reseller.

(B) Provision of other information. The consumer reporting agency shall promptly provide to the
person who provided the information in dispute all relevant information regarding the dispute
that is received by the agency from the consumer or the reseller after the period referred to in
subparagraph (A) and before the end of the period referred to in paragraph (1)(A).60 § 611 - 15
U.S.C. § 1681i

(3) Determination That Dispute Is Frivolous or Irrelevant

(A) In general. Notwithstanding paragraph (1), a consumer reporting agency may terminate a
reinvestigation of information disputed by a consumer under that paragraph if the agency
reasonably determines that the dispute by the consumer is frivolous or irrelevant, including by
reason of a failure by a consumer to provide sufficient information to investigate the disputed
information.

(B) Notice of determination. Upon making any determination in accordance with subparagraph (A)
that a dispute is frivolous or irrelevant, a consumer reporting agency shall notify the consumer of
such determination not later than 5 business days after making such determination, by mail or, if
authorized by the consumer for that purpose, by any other means available to the agency.

(C) Contents of notice. A notice under subparagraph (B) shall include
(1) the reasons for the determination under subparagraph (A); and

(ii) identification of any information required to investigate the disputed information, which may
consist of a standardized form describing the general nature of such information.

(4) Consideration of consumer information. In conducting any reinvestigation under paragraph (1) with
respect to disputed information in the file of any consumer, the consumer reporting agency shall



review and consider all relevant information submitted by the consumer in the period described in
paragraph (1)(A) with respect to such disputed information.

(5) Treatment of Inaccurate or Unverifiable Information

(A) In general. If, after any reinvestigation under paragraph (1) of any information disputed by a
consumer, an item of the information is found to be inaccurate or incomplete or cannot be
verified, the consumer reporting agency shall —

(i) promptly delete that item of information from the file of the consumer, or modify that item of
information, as appropriate, based on the results of the reinvestigation; and

(i) promptly notify the furnisher of that information that the information has been modified or
deleted from the file of the consumer.§ 611 - 15 U.S.C. § 16811 61

(B) Requirements Relating to Reinsertion of Previously Deleted Material
(i) Certification of accuracy of information. If any information is deleted from a consumer’s file
pursuant to subparagraph (A), the information may not be reinserted in the file by the

consumer reporting agency unless the person who furnishes the information certifies that
_ the information is complete and accurate.

(11) Notzce to consumer. If any information that has been deleted from a consumer’s ﬁle pursuam
to subparagraph (A) is reinserted in the file, the consumer reporting agency shall notify the
consumer of the reinsertion in writing not later than 5 business days after the reinsertion or,
if authorized by the consumer for that purpose, by any other means available to the agency.

(iii) Additional information. As part of, or in addition to, the notice under clause (ii), a consumer
reporting agency shall provide to a consumer in writing not later than 5 business days after
the date of the reinsertion

(I) a statement that the disputed information has been reinserted;

(II) the business name and address of any furnisher of information contacted and the
telephone- number of such furnisher, if reasonably available, or of any furnisher of
information that contacted the consumer reporting agency, in connection with the
reinsertion of such information; and

(III) a notice that the consumer has the right to add a statement to the consumer’s file
disputing the accuracy or completeness of the disputed information.

(C) Procedures to prevent reappearance. A consumer reporting agency shall maintain reasonable
procedures designed to prevent the reappearance in a consumer’s file, and in consumer reports
on the consumer, of information that is deleted pursuant to this paragraph (other than information
that is reinserted in accordance with-subparagraph (B)(i)). Ce

(D) Automated reinvestigation system. Any consumer reporting agency that compiles and maintains
files on consumers on a nationwide basis shall implement an automated system through 62 § 611
- 15 U.S.C. § 16811 which furnishers of information to that consumer reporting agency may
report the results of a reinvestigation that finds incomplete or inaccurate information in a
consumer’s file to other such consumer reporting agencies.

(6) Notice of Results of Reinvestigation

(A) In general. A consumer reporting agency shall provide written notice to a consumer of the results
of a reinvestigation under this subsection not later than 5 business days after the completion of
the reinvestigation, by mail or, if authorized by the consumer for that purpose, by other means
available to the agency.

(B) Contents. As part of, or in addition to, the notice under subparagraph (A), a consumer reporting
agency shall provide to a consumer in writing before the expiration of the 5-day period referred
to in subparagraph (A)

(i) a statement that the reinvestigation is completed;
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(ii) a consumer report that is based upon the consumer’s file as that file is revised as a result of
the reinvestigation;

(iii) a notice that, if requested by the consumer, a description of the procedure used to determine
the accuracy and completeness of the information shall be provided to the consumer by the
agency, including the business name and address of any furnisher of information contacted
in connection with such information and the telephone number of such furnisher, if
reasonably available;

(iv) a notice that the consumer has the right to add a statement to the consumer’s file disputing
the accuracy or completeness of the information; and

(v) a notice that the consumer has the right to request under subsection (d) that the consumer
reporting agency furnish notifications under that subsection.

(7) Description of reinvestigation procedure. A consumer reporting agency shall provide to a consumer a
description referred to in paragraph (6)(B)(iii) by not later than 15 days after receiving a request from
the consumer for that description.

(8) Expedited dispute resolution. If a dispute regarding an item of information in a consumer’s file at a
consumer reporting agency is resolved in accordance with paragraph (5)(A) by the deletion of the
disputed information by not later than 3 business days after the date § 611 - 15 U.S.C. § 1681i 63 on
which the agency receives notice of the dispute from the consumer in accordance with paragraph
(1)(A), then the agency shall not be required to comply with paragraphs (2), (6), and (7) with respect
to that dispute if the agency

(A) provides prompt notice of the deletion to the consumer by telephone;

(B) includes in that notice, or in a written notice that accompanies a confirmation and consumer report
provided in accordance with subparagraph (C), a statement of the consumer’s right to request
under subsection (d) that the agency furnish notifications under that subsection; and V

(C) provides written confirmation of the deletion and a copy of a consumer report on the consumer
that is based on the consumer’s file after the deletion, not later than 5 business days after making
the deletion.

(b) Statement of dispute. If the reinvestigation does not resolve the dispute, the consumer may file a brief
statement setting forth the nature of the dispute. The consumer reporting agency may limit such statements
to not more than one hundred words if it provides the consumer with assistance in writing a clear summary
of the dispute.

(c) Notification of consumer dispute in subsequent consumer reports. Whenever a statement of a dispute is filed,
unless there is reasonable grounds to believe that it is frivolous or irrelevant, the consumer reporting
agency shall, in any subsequent report containing the information in question, clearly note that it is
disputed by the consumer and provide either the consumer’s statement or a clear and accurate codification
or summary thereof.

(d) Notification of deletion of disputed information. Following any deletion of information which is found to be
inaccurate or whose accuracy can no longer be verified or any notation as to disputed information, the
consumer reporting agency shall, at the request of the consumer, furnish notification that the item has been
deleted or the statement, codification or summary pursuant to subsection (b) or (c¢) of this section to any
person specifically designated by the consumer who has within two years prior thereto received a
consumer report for employment purposes, or within six months prior thereto received a consumer report
for any other purpose, which contained the deleted or disputed information.

(e) Treatment of Complaints and Report to Congress
(1) In general. The Bureau shall -64 § 611 - 15 U.S.C. § 16811

(A) compile all complaints that it receives that a file of a consumer that is maintained by a consumer
reporting agency described in section 603(p) contains incomplete or inaccurate information, with respect
to which, the consumer appears to have disputed the completeness or accuracy with the consumer



reporting agency or otherwise utilized the procedures provided by subsection (a); and
(B) transmit each such complaint to each consumer reporting agency involved.

(2) Exclusion. Complaints received or obtained by the Bureau pursuant to its investigative authority under
the Consumer Financial Protection Act of 2010 shall not be subject to paragraph (1).

(3) Agency responsibilities. Each consumer reporting agency described in section 603(p) that receives a
complaint transmitted by the Bureau pursuant to paragraph (1) shall —

(A) review each such complaint to determine whether all legal obligations imposed on the consumer
reporting agency under this title (including any obligation imposed by an applicable court or
administrative order) have been met with respect to the subject matter of the complaint;

(B) provide reports on a regular basis to the Bureau regarding the determinations of and actions taken
by the consumer reporting agency, if any, in connection with its review of such complaints; and

(C) maintain, for a reasonable time period, records regarding the disposition of each such complaint
that is sufficient to demonstrate compliance with this subsection.

G Rulemaking authority. The Bureau may prescribe regulations, as a'ppiggggge > to i

subsection.

(5) Annual report. The Bureau shall submit to the Committee on Banking, Housing, and Urban Affairs of
the Senate and the Committee on Financial Services of the House of Representatives an annual report
regarding information gathered by the Bureau under this subsection.

(f) Reinvestigation Requirement Applicable to Resellers

(1) Exemption from general reinvestigation requirement. Except as provided in paragraph (2), a reseller
shall be exempt from the requirements of this section.

(2) Action required upon receiving notice of a dispute. If a reseller receives a notice from a consumer of a
dispute concerning the § 611 - 15 U.S.C. § 1681i 65 completeness or accuracy of any item of
information contained in a consumer report on such consumer produced by the reseller, the reseller
shall, within 5 business days of receiving the notice, and free of charge —

(A) determine whether the item of information is incomplete or inaccurate as a result of an act or
omission of the reseller; and

(B) (i) if the reseller determines that the item of information is incomplete or inaccurate as a result of
an act or omission of the reseller, not later than 20 days after receiving the notice, correct
the information in the consumer report or delete it; or

(ii) if the reseller determines that the item of information is not incomplete or inaccurate as a

result of an act or omission of the reseller, convey the notice of the dispute, together withall ~—

relevant information provided by the consumer, to each consumer reporting agency that
provided the reseller with the information that is the subject of the dispute, using an address
or a notification mechanism specified by the consumer reporting agency for such notices.

(3) Responsibility of consumer reporting agency to notify consumer through reseller. Upon the completion
of a reinvestigation under this section of a dispute concerning the completeness or accuracy of any
information in the file of a consumer by a consumer reporting agency that received notice of the
dispute from a reseller under paragraph (2) ~

(A) the notice by the consumer reporting agency under paragraph (6), (7), or (8) of subsection (a) shall
be provided to the reseller in lieu of the consumer; and

(B) the reseller shall immediately reconvey such notice to the consumer, including any notice of a
deletion by telephone in the manner required under paragraph (8)(A).

(4) Reseller reinvestigations. No provision of this subsection shall be construed as prohibiting a reseller
from conducting a reinvestigation of a consumer dispute directly.

106347
2270211




(g) Dispute Process for Veteran’s Medical Debt

(1) In general. With respect to a veteran’s medical debt, the veteran may submit a notice described in
paragraph (2), proof of liability of the Department of Veterans Affairs for payment of that debt, or
documentation that the Department of Veterans Affairs is in the 66 § 612 - 15 U.S.C. § 1681 process
of making payment for authorized hospital care, medical services, or extended care services rendered
to a consumer reporting agency or a reseller to dispute the inclusion of that debt on a consumer report
of the veteran.

(2) Notification to veteran. The Department of Veterans Affairs shall submit to a veteran a notice that the
Department of Veterans Affairs has assumed liability for part or all of a veteran’s medical debt.

(3) Deletion of information from file. If a consumer reporting agency receives notice, proof of liability, or
documentation under paragraph (1), the consumer reporting agency shall delete all information relating to the
veteran’s medical debt from the file of the veteran and notify the furnisher and the veteran of that deletion.



Recommended Steps to help Protect your Information

1. Website and Enrollment. Go to https://ide.myidcare.com/usms and follow the instructions for enrollment
using your Enrollment Code provided at the top of the letter.

2. Activate the credit monitoring provided as part of your MyIDCare membership. The monitoring included
in the membership must be activated to be effective. Note: You must have established credit and access to a
computer and the internet to use this service. If you need assistance, MyIDCare will be able to assist you.

3. Telephone. Contact MyIDCare at 1-833-968-1676 to gain additional information about this event and speak
with knowledgeable representatives about the appropriate steps to take to protect your credit identity.

4. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and
monitoring credit reports. Under federal law, you also are entitled every 12 months to one free copy of your
credit report from each of the three major credit reporting companies. To obtain a free annual credit report, go
to www.annualcreditreport.com or call 1-877-322-8228. You may wish to stagger your requests so that you

receive a free report by one of the three credit bureaus every four months.

If you discover any suspicious items and have enrolled in MyIDCare, notify them immediately by calling or by
logging into the MyIDCare website and filing a request for help.

If you file a request for help or report suspicious activity, you will be contacted by a member of our ID Care
team who will help you determine the cause of the suspicious items. In the unlikely event that you fall victim to
identity theft as a consequence of this incident, you will be assigned an ID Care Specialist who will work on
your behalf to identify, stop and reverse the damage quickly.

You should also know that you have the right to file a police report if you ever experience identity fraud. Please
note that in order to file a crime report or incident report with law enforcement for identity theft, you will likely
need to provide some kind of proof that you have been a victim. A police report is often required to dispute
fraudulent items. You can report suspected incidents of identity theft to local law enforcement or to the
Attorney General.

5. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do
this after activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus
by phone and also via Experian’s or Equifax’s website. A fraud alert tells creditors to follow certain procedures,
including contacting you, before they open any new accounts or change your existing accounts. For that reason,

~ placing a fraud alert can protect you, but also may delay you when you seek to obtain credit. The contact

information for all three bureaus is as follows:

Credit Bureaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.O. Box 105069 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348-5069 Allen, TX 75013 Chester, PA 19022-2000
www.equifax.com WWWw.experian.com WWW.transunion.com

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the
three bureaus confirms your fraud alert, the others are notified to place alerts on their records as well. You will
receive confirmation letters in the mail and will then be able to order all three credit reports, free of charge, for
your review. An initial fraud alert will last for one year.
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Please Note: No one is allowed to place a fraud alert on your credit report except you.

6. Security Freeze. By placing a security freeze, someone who fraudulently acquires your personal identifying
information will not be able to use that information to open new accounts or borrow money in your name. You
will need to contact the three national credit reporting bureaus listed above to place the freeze. Keep in mind
that when you place the freeze, you will not be able to borrow money, obtain instant credit, or get a new credit
card until you temporarily lift or permanently remove the freeze. There is no cost to freeze or unfreeze your
credit files.

7. You can obtain additional information about the steps you can take to avoid identity theft from the
following agencies. The Federal Trade Commission also encourages those who discover that their information
has been misused to file a complaint with them.

California Residents: Visit the California Office of Privacy Protection (www.oag.ca.gov/privacy) for
additional information on protection against identity theft.

Kentucky Residents: Office of the Attorney General of Kentucky, 700 Capitol Avenue, Suite 118 Frankfort,
Kentucky 40601, www.ag.kv.gov, Telephone: 1-502-696-5300. - V

Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. Paul
Place Baltimore, MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023.

New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act, such as the right to be told
if information in your credit file has been used against you, the right to know what is in your credit file, the right
to ask for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant to
the Fair Credit Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, or
unverifiable information; consumer reporting agencies may not report outdated negative information; access to
your file is limited; you must give your consent for credit reports to be provided to employers; you may limit
“prescreened” offers of credit and insurance you get based on information in your credit report; and you may
seek damages from a violator. You may have additional rights under the Fair Credit Reporting Act not
summarized here. Identity theft victims and active duty military personnel have specific additional rights
pursuant to the Fair Credit Reporting Act. You can review your rights pursuant to the Fair Credit Reporting Act
by visiting www.consumerfinance.gov/1/201504 cfpb_summary_your-rights-under-fera.pdf, or by writing
Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W,,
Washington, D.C. 20580.

New York Residents: the Attorney General may be contacted at: Office of the Attorney General. The Capitol.
Albany, NY 12224-0341; 1-800-771-7755; hiips://ag.ny.gov/.

North Carolina Residents: Office of the Attorney General of North Carolina, 9001 Mail Service Center
Raleigh, NC 27699-9001, www.ncdoj.gov, Telephone: 1-919-716-6400.

Oregon Residents: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096,
www.doj.state.or.us/, Telephone: 877-877-9392

Rhode Island Residents: Office of the Attorney General, 150 South Main Street, Providence, Rhode Island
02903, www.riag.ri.gov, Telephone: 401-274-4400

All US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW
Washington, DC 20580, www.consumer.gov/idtheft, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-4261.






